10.84 Release Summary

i0S

New Extensible Single Sign-0n policy setting for iOS devices >>

Administrators can use the new Extensible Single Sign-On policy setting to enable Single Sign-On for native apps and websites on managed iOS devices.
This configuration is used by identity providers such as IBM Security Verify to implement seamless authentication when users sign in to native apps and
websites. Users authenticate once and then gain access to subsequent native apps and websites automatically.

Activation of eSIMs for Apple devices through MaaS360 portal >>

MaaS360 adds a new dynamic device-level and group-level action Manage eSIM Configuration to allow administrators to remotely activate an eSIM for
managed iOS devices. The configuration contains an eSIM URL that is purchased from vendors such as Verizon and AT&T. After the deployment,
MaaS360 installs the eSIM configuration profile and then activates the cellular plan on iPad devices that support eSIM.

Consistent user interface for authentication screens >>

MaaS360 now displays a unified authentication screen across all platforms. In 10.84, MaaS360 extends the consistent authentication UI from Shared
device login workflow to Forgot PIN, password-protected documents, and app sign-in workflows.

Note:

e Requires MaaS360 for iOS app version 4.80+.

« When the authentication mode is set to Corporate (Azure), users are redirected to the Azure portal for authentication during enrollment. For Azure
enrollments, administrators should have the unified authentication feature enabled and the authentication via Azure AD allowed for MaaS360 to
display the unified authentication screen.

macO0S

Support for new group-level action to retrieve personal recovery key on previously encrypted devices >>

In 10.84, MaaS360 adds the group-level action Escrow FileVault Recovery Key, allowing administrators to retrieve the FileVault recovery key from
previously encrypted devices. When devices are migrated from another UEM to MaaS360, administrators can easily create a smart group with devices
that do not have a FileVault recovery key and then push the Escrow FileVault Recovery Key action to retrieve recovery keys from multiple devices at
once. In the previous releases, administrators could retrieve the FileVault recovery key at an individual device level.

Enhancements to System Extensions macOS policy >>

MaaS360 adds new parameters to the System Extensions policy:

o Allow All System Extensions: If this setting is turned on, MaaS360 loads all the system extensions that are signed with the trusted/allowed Team
identifier (developer). In the previous releases, administrators had to manually specify the bundle IDs of the system extensions that are allowed to
load.

« Removable System Extension Bundle IDs: The comma-separated bundle IDs of the system extensions that are allowed to remove themselves from
the machine.

Android

Restrict personal accounts in Google Play >>

MaaS360 adds an advanced Android Enterprise policy setting Restrict Personal Accounts in Google Play. When this setting is enabled, users can add
personal Google accounts to use services like Maps, Mail, or Drive, but they cannot use personal Google accounts to install Google Play apps. Note:
Applicable for both G Suite and non-G Suite accounts.

Check the status of devices registered to Azure AD on the MaaS360 for Android app >>

After registering the device to Azure AD for Conditional access, users can tap the new Recheck Status button to check the latest device registration
status. If the authentication details are missing or the device is removed from the Azure portal, users are redirected to the authentication screen to
complete the device registration again.

Password complexity enhancements >>

MaaS360 extends the password complexity policy setting from Profile Owner to Device Owner devices. The password complexity feature sets device-
wide password requirements in the form of predefined complexity buckets (High, Medium, Low, and None). If the administrator defines the password
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complexity policy setting, then the older passcode policies (Minimum Passcode Quality, Minimum Passcode Length) are not respected. Note: Supported
on Android 12+ Profile Owner and Device Owner devices. Requires Android App 7.50+ for PO. Requires Android App 7.70+ for DO.

Consistent Device Identifier for Android Enterprise enrollments >>

Google generates an enrollment-specific identifier for the device as a part of Android Enterprise enrollment. In the previous releases, a new identifier
was generated whenever a device was enrolled, which left a trail of duplicate records when the same device was re-enrolled. Effective 10.84, a
consistent device identifier is generated which remains the same for the device even if the work profile is removed and re-enrolled or the device is
wiped and re-enrolled. Requires Android app 7.70+

Note:

¢ On Android 12+ devices, the consistent device ID is automatically generated for Android devices that are enrolled in Android Enterprise mode.

e On Android 11 and lower devices, administrators must set the custom enrollment attribute use_persistent_device_id to true to enable consistent
device ID for Device Owner (DO) and Work Profile on Corporate Owned (WPCO) devices. For more information about enrollment attributes, see
https://www.ibm.com/docs/en/maas360?topic=portal-additional-android-enterprise-enrollment-attributes

Work Profile enrollment flow changes >>

To generate a consistent device ID, MaaS360 introduces minor changes in the Work Profile enrollment flow. Effective 10.84, the authentication screen
is displayed after the work profile creation.

e Old flow - EnrollmentInstrumentation > Authentication > WorkProfile Creation > Google Account Creation
* New Flow - EnrollmentInstrumentation > WorkProfile Creation > Authentication > Google Account Creation

Platform

Support viewing of future-dated subscriptions on MaaS360 portal >>

MaaS360 portal displays the future-dated subscriptions. On the start date of a future-dated subscription, the corresponding license bundles will turn
active.

Support for multiple user authentication types and unified authentication >>

MaaS360 redesigns enrollment and authentication settings to support multiple user authentication types. MaaS360 agent apps (Windows, Android,
iOS) now display consistent user authentication screens for various authentication workflows such as Shared device login and Forgot PIN.

In the redesigned Settings page,

e MaaS360 supports multiple authentication types for enrollment. Based on their user-level authentication type, users can authenticate against Azure
AD, SAML, or Local. For example, administrators can have employees authenticate against Azure AD and contractors use Local credentials. In the
previous releases, administrators could select only one authentication mode as default for all enrollments.

e Administrators can set an authentication type as default. The default authentication type is used in auto-provisioning, Add Device, and Add User
workflows.

e MaaS360 displays configured user directories and authentication modes in a centralized location.

Note:

e Requires MaaS360 for iOS app 4.80+, MaaS360 for Android app 7.60+, and MaaS360 for Windows app 4.55+.

« These settings are available to new customers (enrolled after 10.84) by default and for the existing customers who have the Unified Sign-in enabled.
e Existing customers must reach out to the MaaS360 support team to get this feature enabled for their accounts.

¢ This feature will be rolled out to existing customers in phases in the future.

For more information on Directory and Enrollment settings, see https://www.ibm.com/docs/en/maas360?topic=portal-configuring-directory-

enrollment-settings-in-maas360.

Additional control for showing blocked images from external domain emails >>

When the remote images from external domains are blocked by the administrator, the remote images in emails are automatically hidden. Effective
10.84, MaaS360 adds additional controls to allow users to view the images by tapping the banner at the top of the email when the remote images are
blocked.

Certificate pinning enhancements >>

In the third phase of series of enhancements, MaaS360 adds support to enforce Certificate pinning on all devices or specific user or device groups.
When Certificate pinning is enabled for specific groups and devices, the server's certificate is pinned to MaaS360 apps only after persona policies reach
the device. Administrators can configure the certificate pinning for Email, Gateway, and workplace apps through Persona policies irrespective of
whether certificate pinning is turned on or off.
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App Management

New app update settings for Managed Google Play apps >>

MaaS360 adds granular auto-update settings for Managed Google Play apps. Administrators can configure the auto-update mode (Default, Postponed,
and High Priority) to ensure that the devices receive the latest updates automatically and also control how the apps must be updated on the devices.
Note: Supported only on Android Enterprise devices. Applicable only to Google Play apps and Private Apps for Android Enterprise. The app update
settings are configured at the individual app level.

App configuration support for Chrome and Gmail apps >>

MaaS360 now allows the deployment of managed app configurations for Chrome and Gmail apps. With this support, administrators can easily push app
configurations for Gmail and Chrome apps through App Configurations instead of MDM policies. Note: Requires MaaS360 for Android app version 7.60+.

Faster retry of app config redeployment on failure >>

MaaS360 now attempts to redeploy app configurations after a period of 5 minutes if the deployment of app configuration fails after the enrollment. In
the previous releases, MaaS360 initiated a retry after a delay of 15 minutes.

Advanced app compliance policies to control user-installed apps on managed devices >>

MaaS360 extends the Configure allowed apps and Configure restricted apps by permission settings from Device Admin to Android Enterprise policies.
Administrators can use these policies to remotely control (allow/block) user-installed apps on managed devices.

« Configure allowed apps: When administrators configure allowed apps, all other user-installed apps on the device are disabled.
« Configure restricted apps by permission: Administrators can specify permissions that are not allowed on the managed devices. The user-installed
apps that use restricted permissions are disabled until those permissions are revoked by the users from the device settings.

Note: These settings are not applicable to system apps, first-party apps, and apps installed via the App catalog.

Windows

Windows 10+ device bulk enrollment support for unified authentication >>

MaaS360 provides a new feature that allows end users to authenticate (by providing their corporate credentials) against MaaS360, AD/LDAP, Azure, or
an identity provider (Okta, Pingldentity, Azure, other third-party providers) to enroll Windows 10+ devices into MaaS360. End users are prompted to
provide their credentials to authenticate before bulk enrolling their devices. If the end user dismisses the prompt, they are prompted again in an hour to
authenticate against their corporate credentials before the MDM profile is added to the device.

Webservices
The following web services were added or updated for this release:

e The Get Audit of Policy Changes API has been introduced to fetch audits of all the policy changes made to a billing ID of an organization.

e The Add User API has been enhanced to support authType parameter to enable customers to pass any of the configured auth types in the API.

e MaaS360 adds new parameters instantUpdate and autoUpdateMode to addPlayApp API to configure automatic updates and select the default
automatic update mode for Google Play apps.

For more information, see the latest Webservices guide.
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10.83 Release Summary

10S
Advanced iOS 15 restrictions >>

MaaS360 adds advanced policy settings for iOS 15 devices:

e Force On Device only Translation: When this setting is turned on, the Translate app does not send any content to the Siri servers for the purposes of
translation. The default value is False. Supported on iOS 15 and later.

Allow iCloud Private Relay: When this setting is turned off, the Private Relay option under iCloud+ is unavailable. Note: Supported only on iOS 15+
Supervised devices.

Allow Pasteboard content between managed and unmanaged apps: When this setting is turned off, restricts copy and paste between managed and
unmanaged apps through pasteboard. If this setting is turned on, copy and paste functionality respects Allow Open from Managed to Unmanaged
Apps and Allow Open from Unmanaged to Managed Apps.

Example scenario:

Allow Open from Managed to Unmanaged |Allow Open from Unmanaged to Managed |Allow Pasteboard content between managed and
Apps = False Apps = True unmanaged apps = True

The data that is copied from managed apps cannot be

pasted in unmanaged apps.
Managed documents cannot be opened with |Unmanaged documents can be opened

unmanaged apps. with managed apps. The data that is copied from unmanaged apps can be
pasted in managed apps.

i0OS 15 same-day support >>

MaaS360 announces same-day support for iOS 15. With this support, new iOS 15 devices enroll with MaaS360, and existing devices upgrading to i0OS
15 continue to work seamlessly without any disruption.

macOS
Advanced macOS 12 policies >>

MaaS360 adds two new policy settings for macOS 12 devices:

o Allow erase all content and settings: The Erase All Content and Settings option in Settings > General > Reset is used to erase all settings, media,
and data on macOS devices. When this setting is turned off, the Erase All Content And Settings option in the Reset UI is unavailable. Supported on
macOS 12 and later. The default value is True.

o Allow non-admin user to approve kernel extensions: In the previous releases, only admin users could approve kernel extensions that are not
explicitly allowed by configuration profiles. When this setting is turned on, non-admin users can approve additional kernel extensions in the Security
& Privacy preferences. Supported on macOS 11 and later. The default value is False.

Certificate pinning support for macOS >>

MaaS360 now extends cert pinning support to macOS devices. With this support, the MaaS360 app validates the server certificate as a part of
communication to MaaS360 servers, including enrollment. If an insecure network connection or proxy is detected on the device, MaaS360 displays the
Untrusted connection error message and then terminates the enrollment or stops the apps such as MacOS agent, App Catalog, or App Packager from
functioning.

Note: Customers must reach out to the MaaS360 Support team for enabling the new cert pinning feature. Requires macOS agent app version 2.43.100,
App Catalog version 1.54.000, and App Packager version 1.44.000.

macOS 12 Monterey same-day support >>

MaaS360 announces same-day support for macOS 12 Monterey. With this support, new macOS 12 devices enroll with MaaS360, and existing devices
upgrading to macOS 12 continue to work seamlessly without any disruption.

Android

ZT-iFrame for Google Devices >>

MaaS360 embeds the zero-touch iframe in the MaaS360 portal. The zero-touch iframe allows administrators to configure zero-touch enabled devices



https://www.ibm.com/docs/en/maas360?topic=device-restrictions
https://www.ibm.com/docs/en/maas360?topic=device-restrictions
https://www.ibm.com/docs/en/maas360?topic=device-restrictions
https://www.ibm.com/docs/en/maas360?topic=device-restrictions-network
https://www.ibm.com/docs/en/maas360?topic=device-restrictions-network
https://www.ibm.com/docs/en/maas360?topic=device-restrictions-network
https://www.ibm.com/docs/en/maas360?topic=device-restrictions
https://www.ibm.com/docs/en/maas360?topic=device-restrictions
https://www.ibm.com/docs/en/maas360?topic=device-restrictions
https://www.ibm.com/docs/en/maas360?topic=settings-functionality
https://www.ibm.com/docs/en/maas360?topic=settings-functionality
https://www.ibm.com/docs/en/maas360?topic=settings-functionality
https://www.ibm.com/docs/en/maas360?topic=settings-kernel-extensions
https://www.ibm.com/docs/en/maas360?topic=settings-kernel-extensions
https://www.ibm.com/docs/en/maas360?topic=settings-kernel-extensions
https://supportcontent.ibm.com/support/pages/node/6464299
https://supportcontent.ibm.com/support/pages/node/6464299
https://supportcontent.ibm.com/support/pages/node/6464299
https://www.ibm.com/docs/en/maas360?topic=cecimp-linking-zero-touch-account-maas360-portal-through-zero-touch-iframe
https://www.ibm.com/docs/en/maas360?topic=cecimp-linking-zero-touch-account-maas360-portal-through-zero-touch-iframe

with a device policy controller (DPC) directly from within the MaaS360 portal. In the previous releases, administrators had to download the DPC
configuration (JSON file) and then manually apply the configuration through the zero-touch portal. With iframe, administrators can link their zero-touch
accounts with MaaS360 Portal. As part of this process, administrators create a default zero-touch configuration profile that is automatically applied to
devices without a configuration. Note: Administrators can continue to use the zero-touch portal to upload and modify configuration profiles.

Fixed background location access notifications issue >>

During the Android Enterprise (DO and PO) enrollment, the MaaS360 for Android app granted itself Location permission in the background without
allowing users to modify the permission from the device Settings. Effective OS version 11, Android started displaying periodic notifications to remind
the users that the MaaS360 app has access to their location. To avoid the background location access reminders, MaaS360 now allows administrators
to configure runtime permissions in a way that the Location permissions are controlled by the end-users. MaaS360 adds a new policy setting to mark
devices as non-compliant if the MaaS360 app does not have location permission.

Enhancements to Android Enterprise runtime permissions >>

MaaS360 now allows administrators to control how Location, Storage, and Phone permissions are granted to the apps. In the previous releases, those
permissions were auto-granted during the enrollment. MaaS360 removes the unsupported permissions, adds support to grant all permissions at once,
and more.

Deprecation of Samsung Knox License (SKL) policy >>

Samsung makes premium Knox Platform for Enterprise (KPE) licenses available to all customers at no cost. See the announcement here:
https://www.samsungknox.com/en/blog/knox-platform-for-enterprise-free-for-customers. In previous releases, customers had to purchase the
premium Knox Platform for Enterprise (KPE) licenses and activate those licenses through security policies in the MaaS360 portal. Effective 10.83,
MaaS360 removes the policy setting Samsung Knox License (SKL) from the MDM policies. Path: Android MDM policies > OEM Settings > Samsung
License Management > Samsung Knox License (SKL)

Note: This change will be implemented as a part of DD after the 10.83 release. Customers who have already activated KPE Premium licenses through
the MaaS360 Security policies must upgrade to the MaaS360 for Android app version 7.55 or later to avoid unexpected issues that might lead to re-
enrollment of devices or license expiration error messages.

Trusteer Threat Management enhancements >>

MaaS360 includes new trigger events for the quicker detection of risk items on devices such as Root status change, Insecure Wifi detection, Malware
detection, and so on. Effective 10.83, MaaS360 uploads the scan results to the MaaS360 portal in near real-time. In the previous releases, it took about
20 minutes for MaaS360 to upload the latest scan data to the MaaS360 portal. In addition to that, MaaS360 adds support for automatic uninstallation
of the apps on Device Owner devices if the malware is detected.

Improvements to zero-touch JSON file size and download speed >>
MaaS360 improves the zero-touch JSON file download speed and removes the file size restriction of 2 KB.
Validation for Factory Reset Protection (FRP) policy setting >>

The Factory reset protection (FRP) policy setting determines which users can unlock a device that is reset to factory settings. When the administrators
enable FRP, they must provide at least one Google User ID in the policy setting: Authorized accounts to override. If this prerequisite is not met, a
validation message is displayed when publishing the policy. To know more about FRP in MaaS360, see Factory reset protection. Note: The existing
policies that have the FRP policy enabled and the setting: Authorized accounts to override left blank will display an error message when those policies
are published.

Disable Factory Reset Protection (FRP) when issuing device wipe action >>

Factory Reset Protection (FRP) is automatically activated on Device Owner (DO) and Work Profile on Corporate Owned (WPCO) devices after the device
wipe. Effective 10.83, when issuing the wipe action, administrators can select Remove Factory Reset Protection to disable activation of FRP on DO and
WPCO devices. When this option is selected, users can unlock the device without the Google Account verification and start using the device after the
device wipe. Note: The Remove Factory Reset Protection option is displayed on the Wipe action workflow regardless of whether the FRP policy is
enabled or not. In the previous releases, this option was displayed only when the FRP policy was enabled.

Android 12 Zero-day support >>

When MaaS360 runs on Android 12, there will be behavior changes that impact some of the features in the MaaS360 app. MaaS360 first-party apps and
SDK apps will continue to work on Android 12.

Removed Samsung Keyboard options from App Compliance policies >>

MaaS360 removes the Samsung keyboard settings from security policies to prevent administrators from disabling the native Samsung keyboard on the
devices. Samsung includes the native keyboard on the devices by default. Administrators did not have to enable them through policies. But when the


https://www.ibm.com/docs/en/maas360?topic=restrictions-fix-background-location-access-reminders
https://www.ibm.com/docs/en/maas360?topic=restrictions-fix-background-location-access-reminders
https://www.ibm.com/docs/en/maas360?topic=restrictions-fix-background-location-access-reminders
https://www.ibm.com/support/pages/node/6489351
https://www.ibm.com/support/pages/node/6489351
https://www.ibm.com/support/pages/node/6489351
https://www.ibm.com/support/pages/node/6489359
https://www.ibm.com/support/pages/node/6489359
https://www.ibm.com/support/pages/node/6489359
https://www.ibm.com/support/pages/node/6489359
https://www.samsungknox.com/en/blog/knox-platform-for-enterprise-free-for-customers
https://www.samsungknox.com/en/blog/knox-platform-for-enterprise-free-for-customers
https://www.ibm.com/docs/en/maas360?topic=actions-android-device
https://www.ibm.com/docs/en/maas360?topic=actions-android-device
https://www.ibm.com/docs/en/maas360?topic=actions-android-device
https://www.ibm.com/support/pages/node/6483693
https://www.ibm.com/support/pages/node/6483693
https://www.ibm.com/support/pages/node/6483693

keyboard settings were disabled through policies, the native keyboard was completely blocked on the devices. Effective 10.83, the following policy
settings are unavailable in the MaaS360 portal:

« MDM policies > Android Enterprise Settings > App Compliance > Samsung Keyboard (OneUI 2.0) and Samsung Keyboard (OneUI 2.1)

New custom command to remotely clear app data >>

In the previous releases, MaaS360 added custom command support, allowing administrators to execute remote actions on the managed Android
devices. In this release, MaaS360 adds a new command to allow administrators to remotely clear the app data. Syntax: clear-app-data <comma-
separated app IDs>. Example: clear-app-data com.ibm.security.verifyapp, com.ibm.gts.banorte.epass. Note: Requires MaaS360 for Android app version
7.60 or later. Supported only on Android Enterprise devices running OS version 9 or later. The action fails if the target apps are not installed on the
device.

Removed ActiveSync support for Motorola email client >>

MaaS360 removes Motorola email client support from the Device Admin ActiveSync policies. As a result, administrators can no longer use Device Admin
policies to configure ActiveSync on the Motorola email client.

Strict scheduler for device payloads >>

MaaS360 extends strict scheduler support from device heartbeat to payloads. With this support, MaaS360 uploads payloads in real-time. When this
policy is turned on, the payloads upload timer strictly follows the value defined in the Data Collection Frequency policy setting.

Refactored code to stop requesting permissions during the Bulk Enrollment >>

In the previous releases, MaaS360 allowed customers to enable the MaaS360 app to request permissions during the enrollment process. Effective
10.83, the MaaS360 app requests all the required permissions at the runtime for Device Admin Bulk Enrollments.

Minor UX changes to the Remove Work Profile action in the MaaS360 portal >>

MaaS360 renames the device-level acton Remove Work Profile to Remove Control in an effort to provide a consistent user experience across all
Android Enterprise modes of operation - DO, PO, and WPCO. For WPCO devices, the default device wipe mode selection on the Remove Control window
is changed from Wipe all data to Wipe work profile only.

AAPT2 enabled by default for Android app wrapping >>

In the previous releases, administrators had to use app wrapping parameters to enable AAPT2. Effective 10.83, AAPT2 is enabled by default for
Android app wrapping. Note: Customers can continue to use the app wrapping parameters to set enableAAPT2 to false.

Platform

Downloading device agent logs from the MaaS360 Portal >>

Portal or partner administrators with master administrator status can now download device logs from the MaaS360 Portal that are uploaded to IBM
Cloud without having to contact IBM Support to access these logs.

Note: This feature is only available to administrators or partner administrators with the Send Logs Mode access right that is assigned by default to the
Service Administrator role.

MaaS360 audit data reports >>

To provide audit data for various reports, logs, and user interfaces that are available within the MaaS360 administration portal, the MaaS360 audit data
reports offer a summary of audit logs. Currently, the audit logs are available for enrollments, devices, users, portal administration, policies, rules,
settings, and services actions in the MaaS360 portal.

Cert pinning enhancements >>

Cert pinning can now be directly enabled at the customer level through the MaaS360 portal Settings page. MaaS360 adds the new Validate Server
Certificate setting on the Settings page. Path: Setup > Settings > Device Enrollment Settings > Advanced > Validate Server Certificate. In the previous
release, administrators had to contact support to get the cert pinning feature enabled for their accounts.

The MaaS360 app validates the server certificate as a part of communication to MaaS360 servers, including enrollment. If an insecure network
connection or proxy is detected, MaaS360 displays an error message and then terminates the enrollment process.
Note: The enrollment/activation is terminated when an untrusted connection or proxy is detected on the device even if Certificate pinning is turned off.

Analytics

Enhancements to the User Risk Management feature >>
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The Security Management feature comprises the Security Dashboard and Risk Rule Configurator. In 10.83, the feature offers the following
enhancements that allow administrators to use the security dashboard and manage risk rules that apply to the MaaS360 customer account.

e Risky users list: Previously, for a user account, that is under risk and if that user is removed from MaaS360, then, a hyphen was displayed instead of
the user name in the 'risky users' list. To effectively show which user account is at risk, the security dashboard now shows user names for such
deleted user accounts instead of a hyphen in the 'risky users' list. However, user details such as email, user source, domain, user groups values are
shown as hyphens for these user accounts as user details are not available in the MaaS360. On the next security dashboard refresh cycle, user
accounts that are deleted in MaaS360 are no more shown in this user list.

Administrator actions on the Risk Rule Configurator : In the Risk Rule Configurator, administrators can enable or disable a risk rule for the
organization from the predefined risk rules. By default, every risk rule in the ruleset is enabled and severity is associated with each risk rule. With the
10.83 release, the administrator not only can enable or disable a risk rule but can also enable or disable a rule description under a risk rule. This
capability provides more flexibility for administrators to use only those risk rule descriptions that are necessary for monitoring an organization's risk

factors. This option to enable or disable any rule descriptions under a rule name is available for all risk rules in the ruleset. Example: Administrator
can enable the Older version of MaaS360 app risk rule and choose to monitor only MaaS360 app version =7.30 AND Platform=Android and can
enable this rule description and disable other rule descriptions under this rule name.

Apps
New OEM and App configuration >>

MaaS360 makes App Configuration and Android OEMConfig features that support multiple configurations per app available for all customers. This new
OEM/App Configuration provides an enhanced administrator experience while configuring and managing them.

OEMConfig -

Administrators can use Android OEMConfig to remotely deploy OEM-specific settings to the managed devices. OEMConfig is an Android standard that
allows device manufacturers to create custom OEM-specific settings for Android Enterprise devices. MaaS360 uses OEMConfig apps built by device
manufacturers to deploy advanced device configuration settings that are not natively available in the MaaS360 portal. For example, you can use
Samsung's Knox Service Plugin app to configure Knox security settings such as advanced VPN configurations on the device. The OEM apps use the
managed app configuration to remotely configure those settings on the devices.

App Config -

Administrators can use app configurations to remotely push configuration settings for managed apps. App developers define managed app
configurations and program the app to deploy remote settings. Administrators use these managed configurations to remotely push configuration
settings for the apps. App configurations are deployed with the managed apps when the apps are distributed through the App Catalog. MaaS360 allows
administrators to add multiple app configurations for an app so that each configuration can be distributed to different groups or devices. App
configuration is supported for iOS apps, Google Play apps, and Private apps for Android Enterprise.

App Configuration support for Enterprise apps for Android >>

Effective 10.83, MaaS360 extends app configuration support to Enterprise apps for Android. In the previous releases, app configuration was supported
for Google Play apps and Private apps for Android Enterprise. Note: Requires MaaS360 for Android app version 7.60+.

Windows
MDM enrollment support for Windows 10 Home devices >>
MaaS360 now allows users to enroll their Windows 10 Home devices into the MaaS360 Portal in MDM mode.

Previously, Windows 10 Home devices could not be managed by MaaS360 like other Windows 10 editions due to limitations from Microsoft. Also, the
MDM agent did not support the installation of the MaaS360 MES agent automatically on Windows 10 Home editions.

With this release, MaaS360 provides a new section (unified enrollment configuration) in the branding workflow that allows administrators to set up user
enrollment settings for Windows 10 Home devices. Before administrators can send out enrollment requests to users, administrators must first set up
user enrollment settings for the Windows 10 Home setup page that is explained in Branding settings for Windows devices. The following scenarios are

available in the branding settings to administrators for user enrollment settings:

¢ provide no setup link and no additional instructions in the branding settings
e provide only a setup link in the branding settings

e provide only additional instructions in the branding settings

e provide a setup link and additional instructions in the branding settings

After user enrollment settings are configured, administrators perform the following actions:

« generate the SelfExtractingOA.exe file (see the procedure in Configuring the Windows 10 Bulk Provisioning Tool configuration wizard to create a bulk
provisioning tool executable)
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o upload the generated SelfExtractingOA.exe file
« provide additional information to users on the Windows 10 Home enrollment landing page

e require users to accept the EULA before they can enroll devices

Device users can follow the steps at Enrolling your Windows 10 Home device (MDM) to enroll their Windows 10 Home devices in MDM mode.

Webservices

In this release, the Authentication 2.0 Web service API was updated to include authentication token validation error scenarios that pertain to HTTPS
status code 401. The new response structure for any authentication token validation-related errors scenarios is covered in this web service API. For

more information, see the latest Webservices guide.
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What's New Since 10.83 Release Summary

Version 10.83.cd.20102021 Released 20 October 2021
Pass IMEI number to Device Owner devices through App Configurations >>

MaaS360 includes the new custom attribute %imei% in the App Configuration and Android OEMConfig workflows. Administrators can use this custom
attribute to feed IMEI numbers to the managed apps and devices. When the configuration is distributed to a device, MaaS360 replaces this attribute
with the IMEI number of that device.

In addition to the user-defined custom attributes, MaaS360 supports the following user and device attributes:

%upn%
%user%

%username%
%email%

%domain%
%deviceid%
%imei%

Note:

« Supported only for Device Owner devices. MaaS360 does not collect IMEI numbers from Profile Owner and Work Profile on Company Owned (WPCO)
devices.

e MaaS360 overrides existing custom attributes defined by the administrators with similar syntax.

e The custom attributes are case-sensitive.



10.82 Release Summary

i0S

Advanced iOS 14.5 restrictions >>

o Allow Auto unlock - Default value is true. When set to false, prevents users from unlocking their paired iPhone running iOS 14.5 with their Apple
Watch. By default, users can use their Apple Watch to unlock their devices when a mask prevents Face ID from recognizing the face.

o Allow Unpaired External Boot Recovery - Default value is false. When set to true, allows users to boot iOS or iPadOS devices into Recovery Mode
from an external host computer (unpaired host). By default, an external host computer cannot start a device in Recovery Mode. Note: Requires
supervised devices running 14.5 or later.

e Force on Device only Dictation - Default value is false. When set to true, prevents the use of Siri for dictation. By default, users can use dictation to
enter text with many apps and features that use the keyboard on the devices.

Android

Enhanced SafetyNet attestation to comply with the Android compatibility guidelines >>

In the previous releases, MaaS360 implemented SafetyNet Attestation API, an anti-abuse API that validates whether the device the MaaS360 for
Android app is installed on satisfies the Android compatibility tests. By default, a stricter verdict of device integrity was enabled in the background (the
attestation strictness was set to High). In this release, as per the guidelines and requirements of Google, MaaS360 adds a new device enrollment
setting Attestation Strictness that allows administrators to set the device attestation strictness to High or Moderate. When set to High, MaaS360
evaluates whether the device passed Android compatibility tests required to be qualified as a Google-certified Android device. When set to Moderate,
MaaS360 checks whether the device is tampered with or compromised without performing any Android compatibility tests. For example, rooted devices
will fail this test.

Administrators can enable hardware-based attestation to enable the use of hardware-based security features (e.g. hardware-backed key attestation) to
influence the evaluation for device compatibility.

Passcode policy changes for Work Profile on Android 12 or later >>

Effective Android 12, Profile Owner (PO) devices require a passcode to be set in terms of complexity. MaaS360 adds a new policy setting Minimum
Passcode Complexity that can be used to set device-wide and Work profile password restrictions in the form of predefined complexity buckets (High,
Medium, Low, and None). When the devices upgrade to Android 12, a new Minimum Passcode Complexity setting will be applied to the devices based
on the existing Minimum Passcode Quality setting configured in the portal.

Minimum Passcode Quality Minimum Passcode Complexity
Any, Numeric Low
Alphabetic, Alph ic, Numeric Compl Medium
phabetic, Alphanumeric, Numeric Complex (Length at least 4)
Alphabetic, Alph, ic, Ni ic Complex. C 1 High
phabetic, Alphanumeric, Numeric Complex, Complex|[y ° oy ¢ 1east 8)
Weak Biometric None

Note: The default value is Low. Administrators can continue to use the Minimum Passcode Quality policy setting to apply password restrictions to the
Android Profile Owner devices 11 or earlier.

Additional behavior changes when MaaS360 targets Android 11 APIs >>

In the second phase of the series of enhancements, when MaaS360 targets Android 11 APIs on MaaS360 for Android app 7.50, there will be an impact
on the Device Admin bulk enrollment and docs distribution features and changes for Files, Media, and Location permissions. Note: Requires MaaS360
for Android app 7.50 or later.

New restriction to control location services on Android 11+ Device Owner devices >>

MaaS360 adds a new policy Enable Location on device to allow administrators to remotely control location services on Android Enterprise devices.
However, users can manually turn the location service On or Off from the location settings after the policy is applied. Note: Requires MaaS360 for
Android app 7.50 or later. Applicable only to Android 11+ devices that are enrolled in Device Owner mode. The default value is Don't Set.

Open .EML and .MSG files in the MaaS360 SDK app with the Secure Mail app >>

MaaS360 SDK apps will now support two new file formats: .EML and .MSG, allowing the users to open .MSG and .EML files with the Secure Mail app.
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Support to sync Security & Compliance payload without delays >>

When there is a change in the compliance state of a device, MaaS360 will now instantly sync the compliance-related attributes in Security & Compliance
payload without delays. This will expedite the process of detection of threats and enforcement of remediate actions.

New app wrapping config parameters >>

Administrators can use the new app wrapping config parameters: enableAAPT2 and coreLibraryRequired to avoid compilation failures.

« enableAAPT2 - If apps are built with AAPT2, the latest resource packaging tool, app compilation will fail during wrapping, and the Wrapping
Failure: Error in recompiling the app error message is displayed. To avoid compilation failures related to AAPT, the enableAAPT2 parameter
must be set to true.

o coreLibraryRequired - When developing the app, if the additionalParameters =["--core-library"] library is used in dexOptions in the
build.gradle file, app compilation will fail and an error message is displayed. To avoid a compilation failure during app wrapping, the
coreLibraryRequired parameter must be set to true.

macOS

FileVault disk encryption on a macOS device that was previously encrypted by a device user >>

In the previous releases, the FileVault recovery keys could be escrowed only from the managed devices that have the FileVault disk encryption enabled
through MaaS360 policies. In this release, MaaS360 adds support to retrieve the recovery keys from the macOS devices that were already encrypted by
the users or if the devices are being migrated from another UEM to MaaS360 with FileVault enabled before the enrollment.

Deploy macOS System Extensions through security policies >>

Administrators can now use System Extensions to remotely install app extensions that extend the functionality of the operating system without
requiring kernel-level access. The System Extensions are executed in the user space rather than Kernal space without compromising the security and
stability of macOS. Even though System and Kernal extensions serve the same purpose, the System Extensions framework offers advanced security and
reliability and can execute the tasks that were previously reserved for Kernal Extensions. After the installation, the System Extensions are available for
all the users in the System and can be deleted by deleting the app. In the previous releases, users had to deploy System Extensions to the macOS
devices through configuration files.

New settings to control System Preferences panes >>

MaaS360 adds new policy settings to allow administrators to remotely control new System Preferences panes: Apple ID, Sidecar, Family Sharing, and
Classroom.

Platform

Search for devices with secondary mailbox configured by using Advanced Search >>

In this release, the new search category 'Mailbox Information' is added in the Advanced Search condition. For this search condition, the attribute
'Secondary Mailbox Present' is supported. Using this search condition and attribute, the administrator can search for devices that have a secondary
mailbox configured. This search condition alongside search criteria such as Equal To, Is Empty, Is Not Empty, and Not Equal To, the administrator can
search for more specific device results with secondary mailbox configured, not configured, is empty, or not empty values.

Enhancements to the certificate pinning feature >>

Certificate pinning is a security technique that is designed to secure the communications between the client app and the server from man-in-the-middle
(MITM) attacks. With certificate pinning, any attempts to establish a connection by a server to a client app with untrusted certificates will be terminated.
Effective 10.82, certificate pinning will be enabled at the customer level through the MaaS360 portal Settings page. In the previous releases, it was
enabled through Persona policies and applied to the devices via groups. The MaaS360 app validates the server certificate as a part of communication to
MaaS360 servers, including enrollment. If an insecure network connection is detected, MaaS360 displays the Untrusted connection error message and
then terminates the enrollment process. Note: Customers must reach out to the MaaS360 Support team for enabling the new cert pinning feature. After
enabling, administrators can view the new Validate Server Certificate setting in the Setup > Settings > Device Enrollment Settings > Advanced >
Validate Server Certificate. However, administrators cannot control (enable or disable) this setting in this release.

License Management feature availability>>

MaaS360 offers a License Management feature by using which administrator can manage MaaS360 license parts for a customer account. The feature is
available for new customer accounts and trial customers with device-based licenses that are signing up from IBM Marketplace or third-party
marketplace. Existing customer accounts can contact the IBM MaaS360 Support team to enable this feature.

The feature offers greater control for administrators to assign licenses to a device, bulk assign licenses, monitor license usage, view license assignment,
and bulk license assignment history reports. Additionally, administrators can use license settings to configure the overage settings, default licenses
under base license, and add-on licenses during self-enrollment, self-activation, and bulk license assign actions.
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Redesigning the guided tour experience for first time login to the MaaS360 customer account >>

MaaS360 offers a meaningful onboarding experience for administrators by providing guided tours on the first login to the MaaS360 portal customer
account. With the click of 'Let's go' in the pop-up screen, the QuickStart walkthrough starts that guides administrators to review and complete the
essential steps to enroll, manage, and secure devices. For customer accounts that have completed the quick start configuration, the guided tour starts
at the MaaS360 Home page screen. This tour guides through some of the portal Home page essential functions such as Main Menu, My Alert Center, My
Activity Feed, Quick Actions, Insights Advisor and Get Help. The walkthrough currently is offered in the English language. Hence, the previously shown
welcome screen pop-up is displayed as a quick walkthrough for customer accounts that use the portal in other supported languages except for English.

App management

Enhancements to the App configuration feature >>

Administrators can use app configurations to remotely push configuration settings for the managed apps. These configurations are deployed with the
managed apps when they are distributed from the App Catalog. MaaS360 now allows administrators to view and manage app configurations for all the
platforms in the Apps > App Configurations page. Administrators can add multiple app configurations for an app so that the configurations can be
distributed to different groups/devices. In the previous releases, administrators could create only one app configuration per app.

An app configuration can also be set as default. The default configuration will be pushed to devices if other configurations are not specified to the
devices via group-based or device-based distribution. For example, consider a scenario wherein an administrator has defined multiple configurations
C1, C2, C3 for the Microsoft Outlook app and distributed C1 to the G1 group, C2 to the G2 group, and set C3 as default. When the Microsoft Outlook app
is distributed to G1, G2, and G3 groups, the devices in G3, which are not part of G1 and G2 will receive the default configuration C3. In 10.82, all the
existing app configurations will be migrated to the new workflow and all the app configurations will be automatically marked as default. However,
administrators can clear this setting from the app configuration detail view.

Analytics

New rule sets-Antivirus inactive and critical security patch missing are added in Risk Rule Configurator >>

The User Risk Management feature supports 2 more new rule sets in addition to the existing predefined rule sets in the Risk Rule
Configurator. Administrators can choose to enable or disable evaluating devices under these rulesets and also configure the severity of the risk rules in
the Risk Rule Configurator. These 2 rule sets are applicable on Windows devices only.

Antivirus inactive: If enabled, this rule checks for the inactive status of antivirus software that is installed on the Windows device. A Windows device
might have one or more antivirus software that is installed on the device. If all the antiviruses that are installed on the device are inactive, then, the risk
rule condition is met and a risk incident is created with default severity as 'High'. If at least one of the installed antivirus software is active, then, the risk
score and risk incident that is associated with this risk rule are immediately removed from the security dashboard. Devices with no anti-virus installed
are not evaluated under this risk rule.

Critical security patch missing: If enabled, the rule checks if a critical security patch is missing on the Windows device. The higher the number of
critical security patches that are missing on the device, the higher the risk score and severity. The defined severity is based on 1 - 2 security patches
missing, 3 - 5 security patches missing, or more than five security patches missing on the Windows device.

Improved flexibility for administrators to enable or disable individual rules under the rule sets >>

The Risk Rule Configurator offers predefines rulesets using which administrators can customize the risk model by enabling and disabling risk incidents
according to their organization's needs. By default, all rule sets are enabled in the Risk Rule Configurator. With this release, these rule sets come along
with an option to enable or disable individual rules under every rule sets. For example, the administrator can enable the ruleset "Device encryption" and
still choose to enable only the "no encryption" rule name and disable the "Partial encryption" rule name. In this case, only devices with no encryption
are evaluated for risk, and devices with partial encryption are not evaluated.

Administrators can also disable a rule name anytime that was previously enabled. In this case, risk incidents that are created when the rule name is
enabled continue to show in the security dashboard and contribute to the risk score until the retention period for the risk incident is complete (60 days).
In some cases, the risk score is adjusted to the risk incident created under the enabled rule name wherever applicable.

Webservices

In this release, MaaS360 updated Get User and Device Groups API that MaaS360 defined groups are available only if there are active distributions. In
the Download Windows Dependency API, a new error message DEPENDENCY_NOT_PRESENT is added for 200 response code if a dependency is not
present. For more information, refer to the latest Webservices guide.
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10.81 Release Summary

10S
Advanced restrictions for i0OS 14 devices >>

MaaS360 adds a new policy setting Allow Apple Personalized Advertisements to allow administrators to restrict the use of users’ data by the Apple
advertising platform to deliver personalized ads on iOS 14 devices. This setting replaces Limit Ad Tracking, which will now be supported only on iOS 13

or lower versions. Administrators can now use the new policy setting Preview Type to control how the notifications previews should be displayed on the
device. MaaS360 also adds a new supervised setting Allow Near Field Communication to allow administrators to restrict the use of NFC on iOS devices.

MaaS360 stops showing available iOS updates for non-supervised devices >>

MaaS360 no longer syncs the available iOS updates from Apple for non-supervised devices. For the supervised devices, MaaS360 will continue to
display the available iOS updates in device summary > Hardware & OS > Available Updates.

Locate a device that is marked as lost >>

In 10.80, MaaS360 added separate APIs to mark devices as lost and mark devices as found. In this release, MaaS360 added a new API to locate the
devices that are marked as lost. For more information, refer to the latest Webservices guide.

Android

Custom command support >>

Administrators can now issue custom commands to execute remote actions on the managed Android devices. After the specified action is executed on
the device, the execution status can be tracked in the device history. Note: Requires MaaS360 for Android app version 7.40 or later.

Device admin deprecation >>

Google announced the deprecation of the legacy Device Admin (DA) for enterprise use effective with the Android 10 Q release. In an attempt to promote
the adoption of Android Enterprise, Google deprecated Device Admin management capabilities over the past few releases. Effective 10.81, MaaS360 no
longer supports Device Admin enrollments for new customers. For the existing customers who have been using DA, MaaS360°® recommends that they
adopt Android Enterprise. Customers who have BYOD program can use the migration option in the MaaS360 portal to move to Android Enterprise Profile
Owner (PO) mode. Customers who want to move to Device Owner (DO) or Work Profile on Corporate Owned (WPCO) device modes, will require device
factory reset to move.

Granular status and error reporting for apps marked for instant install >>

MaaS360 makes it easier for the administrators to troubleshoot issues with instant install apps by adding new granular app installation statuses and
retry logic. With this support, the instant install apps will report accurate app failure status (Failed instead of Pending) and device state (Out of
Compliance or Selective Wipe). The status can be tracked in real-time and in case of installation/upgrade failure, MaaS360 automatically retries app
installation up to 3 times on OEM devices. Note: Requires MaaS360 for Android app 7.40. Supported on both Device Admin and Android Enterprise
devices.

Work Profile on Corporate Owned (WPCO) enhancements >>

In the previous releases, MaaS360 added support for Work Profile on Corporate Owned (WPCO), the new Android Enterprise management scenario that
offers strict separation between work and personal profiles on corporate-owned devices. Effective 10.81, in addition to QR code enrollment, MaaS360
adds Zero-Touch enrollment option to set up a work profile on company-owned devices and extends WPCO support to the Samsung devices.
Administrators can also enforce a new restriction Configure personal apps to be Blocked/Allowed to allow/block the installation of specific apps via
Google Play Store in the personal profile of a company-owned device.

Behavior changes when MaaS360 targets Android 11 >>

When the MaaS360 for Android app targets Android 11 APIs, MaaS360 can no longer access the entire external storage directories on the device. The
access is limited to specific directories and specific types of media that is supported by those directories. This means that administrators can distribute
files only to the selected directories through the MaaS360 portal. While importing files into Docs and PIM apps, MaaS360 no longer displays the custom
File Explorer option. However, users can use the system Files option that provides similar functionality as custom File Explorer. Users need not have to
explicitly grant storage access to MaaS360 before accessing files in the Secure Viewer and Editor on Android 11 or later versions.

Force app configuration feedback at device level >>

MaaS360 adds a new device-level action Force App Config Feedback to allow administrators to force the device to retrieve app configuration feedback
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from Google as quickly as possible and display it in the MaaS360 portal. Administrators can issue this action up to 3 times in 24 hours for a device.

Switch to a strict scheduler to schedule background tasks >>

AlarmManager and JobScheduler are among the popular methods supported in Android to schedule recurring background tasks. In the previous
releases, MaaS360 used JobScheduler by default to report device heartbeat to the MaaS360 portal. In 10.81, MaaS360 adds a new policy setting: Use
Strict Scheduler for Heartbeat to allow administrators to switch to AlarmManager, a stricter scheduler to execute background tasks such as device
heartbeat. AlarmManager is strict in that the job is executed at the scheduled time even though the device is inactive, resulting in a battery drain.
JobScheduler is optimized by the operating system to perform tasks when the device is charging, idle, or connected to a network.

Status of the System apps reported to the MaaS360 portal >>

If the System apps are distributed to the devices via App Catalog, the status of those apps is reported to the MaaS360 portal and displayed on the
Device Summary > App Distributions page.

Platform

Addition of Custom Attributes section in the Device Summary >>

In addition to the existing device details in the Device Summary page, a new section called Custom Attributes is added that shows all device custom
attributes that are defined by administrators. Administrators can now easily view and modify custom device attributes from the Device
Summary page. The existing Custom Attributes page continues to show both MaaS360 defined and administrator defined custom attributes.

Search for devices with empty and non-empty attributes in Advanced Search >>

In this release, 2 new search criteria namely Is Empty and Is Not Empty are added in the Advanced Search condition. Previously, searching for devices
that have empty and non-empty attribute values for any of the search categories was not possible. With these 2 search criteria, you can now search for
any devices that have empty or null values and non-empty or non-null values for any of the attributes in the search condition. Example: You can search
for users whose user groups value is empty, search for devices whose MaaS360 license status is not empty, and so on.

Support to filter users list in the User Directory based on users with devices and without devices >>

MaaS360 improvises the filtering capability in the User Directory page to help Administrators view users list based on users with devices, users with no
devices, and all users in the customer account. Previously, "Hide users with no devices" option was available that would list only users with devices
that are associated with the user account. Effective this release, Administrators can also view users with no devices that are associated with the user
account. The "Hide users with no devices" is deprecated from this release and following 3 options are added:

o All Users: User Directory page shows all users in the customer account. This list includes both users with devices and without devices that are
associated with their user accounts.

« Users with Devices: User Directory page lists only users that have devices that are associated with the user account.

« Users without Devices: User Directory page lists only users without devices that are associated with the user account.

Based on the option that is selected, User Directory page displays relevant users and Administrator can export the user details by using
the Export option in the User Directory. This way, Administrator can view users with no devices as well in the User Directory page.

Improved ways to get new user login password >>

To ensure password security compliance, MaaS360 adds a new way on how user password is communicated to a local user during new user creation
and password update scenarios. This change is applicable for manually set user password and auto-generating user password methods in the User
Password Settings that are listed in User Settings page. Following changes are introduced in the User Password Settings.

e A new setting Send password to user's email that is added as a checkbox under During User Account Creation (Manually set User password). If
this checkbox is enabled, then, new users continue to receive the portal login password over welcome email. If unchecked, then, the welcome email
sent to user does not include the login password and shows the following message: 'Please contact corporate administrator for the password'. New
users can get the login password by contacting the corporate administrator. By default, this checkbox is enabled for existing customers so the new
user creation process is unaffected and user can continue to receive password over email. For new customers, the checkbox is unchecked by default.
User account creation (Autogenerate User password): In this case, the password reset link is sent to the new users in the email that is sent
following the welcome email. Using this link, users can set the MaaS360 account password. Even in case of password reset request, the password

reset link is shared with user over email to set a new password. This workflow change is applicable to both new and existing customer accounts.
Previously when this setting was chosen for user password setting, login password was shared over email and when user logs in to EUP, a prompt to
change password was shown by using which user could set a new login password.

MaaS360 supports IBM's use of inclusive language in technology

IBM has launched an initiative to identify and replace terminology that promotes racial and cultural bias. MaaS360 aligns with IBM values in embracing
the use of inclusive language by identifying and replacing racially and culturally biased terms in our product and documentation.
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While IBM values the use of inclusive language, terms that are outside of IBM's direct influence, for the sake of maintaining user understanding, are
sometimes required. As other industry leaders join IBM in embracing the use of inclusive language, IBM will continue to update the product and
documentation to reflect those changes. To learn more about this initiative, see the Words Matter blog post on ibm.com.

Analytics

General availability of User Risk Management feature >>

MaaS360 announces general availability of User Risk Management feature to all new and existing customers. The feature offers a holistic view of the
risk that is associated with each user by evaluating security and compliance through a device-centric approach whether a device is in or out of
compliance. To gain access to user risk management dashboard, customers must enable this service from Setup > Services page and enable User Risk
Management. The feature offers Risk Rule Configurator and Security Dashboard to define and evaluate risk incidents. To view Risk Rule Configurator
and Security Dashboard in the MaaS360 portal, go to Security under the Security Management section.

The Risk Rule Configurator offers 14 predefines rulesets using which Administrator can customize the risk model to identify the risk incidents according
to their organization's needs. The Security Dashboard gives an overview of the risky users, risky devices, total risk incidents, and the average risk

score in the organization. Administrators can drill down to the risky users and devices and get a comprehensive overview of the incidents committed by
a single user with the user summary page.

Enhanced UI dashboards and near-real time reporting for Mobile Data Usage Overview and Mobile Data Usage Analysis reports >>

MaaS360 offers improved UI experience for Mobile Expense Management reports and are available to all customers now. The functionality of the report
remains the same as in previous user interface. The UI design elements are enhanced to offer best user experience with reporting. In addition to the
enhanced UI, following capabilities are also offered;

« To easily access the subscription settings and UI settings configuration, an option 'Subscription settings' is added in the data usage overview and
data usage analysis reports page. On the click of this option, you are directed to the Analytics section under the Administrator Settings where you can
configure the subscription settings for each of these reports.

e These reports are near real-time; any updates to the mobile data usage on devices are almost instantaneously reflected in the reports.

e The report dashboard shows a table icon, which when clicked shows both the chart data and the table data for the respective reports.

Near-real time reporting for Basic Apps Inventory and Advanced Apps Inventory reports >>

With the real-time reporting capability, Basic and Advanced Apps Inventory reports are now almost near real-time. Any updates in the statistical
overview about app usage and app performance for managed and unmanaged apps on the devices are almost instantaneously reflected in these report
dashboards.

Windows

New Microsoft Defender Device Guard policy >>

MaaS360 adds support for Microsoft Defender Device Guard (Device Guard) settings in the Windows MDM policy. The Device Guard settings allow
administrators to configure settings that protect system integrity (System Guard) and credentials (Credential Guard) on Windows 10 devices.

The System Guard settings protect and maintain the integrity of the system as the system starts and validates that system integrity was maintained through
local and remote attestation.

The Credential Guard settings use virtualization-based security to prevent unauthorized access that can lead to credential theft attacks by protecting NTLM
password hashes, Kerberos Ticket Granting Tickets (TGT), and credentials stored by applications as domain credentials.

The Device Guard settings also 